medicine, and particularly in anaesthesia, has been fairly limited. The greatest problem at present is the work involved in preparing teaching material. Large computer manufacturers have produced various programs to assist in the preparation of courses. These, however, are expensive to use. Undoubtedly similar programs will appear in the future for use in microcomputers.
The fourth use, which will certainly be the last realised, is the use of computers to control anaesthesia, to recognise abnormal conditions and to respond appropriately. Although the computing power is certainly available, the problems of choosing an appropriate physiological parameter to monitor, the design of transducers, and the planning of the complex logical steps which are required for this type of control will restrict applications to relatively simple processes such as the control of neuromuscular blockade.
While exciting prospects exist for the application of computer technology to anaesthetic practice it is important to raise a note of caution concerning the security of information stored in a computer system. In business, particularly in banking, safeguards exist to protect data and to minimise the risk of inadvertant loss of records, against access by unauthorised individuals, and particularly, to ensure accuracy of data. Similarly, well established procedures exist for the safe storage of records within hospitals. But as the means of storing large amounts of information moves away from conventional sites it is important that the means of protecting the information moves with it. The benefits of ready access to information are clear, but it is vital that this distribution of information is associated with a clear plan to protect it.
Loss of data stored on disk files, while infrequent, can be expected to occur. The commonest cause of this is operator error and, less commonly, program errors or equipment failure. The extent to which one goes to protect data will be related to the nature of the data and the amount of work that can be accepted as reasonable to restore it. Periodic copying of disk files and the remote storage of these copies is essential. The concurrent printing of information as it is entered is also desirable if a hand written copy is not kept. Early consultation with a computer scientist may save hours or even days of agony if vital accounting or medical information is lost.
Security of data from perusal, analysis, or manipulation by other individuals must also be considered. Patients, hospital administrators, the Federal Department of Health or the Commissioner of Taxation may have legitimate rights of access to stored data; others may have no rights to data but may attempt to use it for their gain. The ability of a computer to provide any of these with accurate and detailed information is considerable and must be considered when one is installing a data-base system. While removable magnetic discs may be stored in a locked filing cabinet, discs that cannot be removed from the computer present considerable problems. Large capacity non-removable discs are present in time-sharing computers and increasingly in small computer systems. Password entry to files may protect from the unsophisticated, but security from physical access to any part of the system must be considered the mainstay of protection.
A final point for consideration is the accuracy of data. Many of us have experienced errors in computer-generated accounts. These occur, mostly as a result of a operator error, despite sophisticated checking procedures. If such errors are to be minimised in records associated with anaesthetic practice, precautions must be taken. Good data-base managing programs assist greatly. Many have inbuilt checking procedures; for example the same unit record number must be typed twice before it is accepted. Summary sheets and adequate cross checking also assist in mmlmlsmg errors. Fortunately serious problems from inappropriate access to data and from loss of information are rare. Adequate planning of computing systems is essential if computers are to realise their full potential. D. P. CRANKS HA W
